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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

The following items are applicable to this modification:
SOoC
SUMMARY OF CHANGES

SECTION A - SOLICITATION/CONTRACT FORM

The following have been added by full text:
MODIFICATION 01

1 The purpose of this modification is to obligate direct cite Cost Plus Fixed Fee (CPFF) funding in the
amount of $ 28,086.00 IAW 52.232-22 and at no additional cost to the Government incorporate the following by
mutual agreement of parties and IAW 43.103(a):

A. Revised Section A entitled, “ Contract Form”
B. Revised the PWS
C. Addition of Clause(s):

5252.216-9205
5252.223-9200
252.232-7003

5252.204-9202
5252.209-9201
5252.209-9202
5252.209-9203
5252.209-9205
5252.237-9602

D. Added the Ombudsman

The following have been modified:
CONTRACT FORM

1. This Order is for Amazon Web Services (AWS) Cloud Hosting — Computing, Storage Utility & Networking on a
Cost-Plus-Fixed-Fee (CPFF) basis.

2. This Task Order (TO) is issued against the National Institutes of Health (NIH) Information Technology
Acquisition and Assessment Center (NITAAC) Chief Information Officers-Solutions and Partners 3 (CIO-SP3)
Government-Wide Acquisition Contract (GWAC) multiple award contract vehicle, Contract:
HHSN316201200047W

3. The ceiling for this Order [§__(5)@)___| and is broken out as follows:

Base Year: $2,724,497.52
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Total: )@ ]

4. The withholding requirement under FAR 52.216-8 entitled “Fixed Fee” is hereby waived.

SECTION B - SUPPLIES OR SERVICES AND PRICES

CLIN 2000
The CLIN extended description has changed to Smartronix shall also honor any
proposed volume discounts for Reserved Instances, Storage, and Instance hour pricing as
thresholds are met.

CLIN 2001
The CLIN extended description has changed to Smartronix shall also honor any
proposed volume discounts for Reserved Instances, Storage, and Instance hour pricing as
thresholds are met.

CLIN 2002
The CLIN extended description has changed to Smartronix shall also honor any
proposed volume discounts for Reserved Instances, Storage, and Instance hour pricing as
thresholds are met.

CLIN 3000
The cost constraint NTE has been added.

SUBCLIN 300001
The IDC type has changed from Indefinite Quantity to N/A.
The unit of issue Lot has been added.
The cost constraint has changed from NSP to NTE.
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SUBCLIN 100002 is added as follows:

100002 ACRN AB Informational SubClin for aceding purposes only.

SUBCLIN 100003 is added as follows:

100003 ACRN AC Informational SubClin for acobing purposes only.

SUBCLIN 200002 is added as follows:

200002 ACRN AB Informational SubClin for aceding purposes only.

SUBCLIN 200003 is added as follows:

200003 ACRN AC Informational SubClin for acobing purposes only.

SUBCLIN 300002 is added as follows:

300002 ACRN AB Informational SubClin for aceding purposes only.

SUBCLIN 300003 is added as follows:

300003 ACRN AC Informational SubClin for aceting purposes only.

The following have been modified:

5252.216-9205 FEE DETERMINATION AND PAYMENT (INDEFINITE DELIVERY TYPE
CONTRACTS) (APR 2000)(VARIATION)

(8) Types of Delivery or Task Orders.

Both level-of-effort and completion type orders nieeyissued under this contract. The Request fot&dion
issued for each delivery or task order will setlidhe type of order deemed appropriate by the Gonent. If the
Contractor disagrees with the Government’s assasstie Ordering Officer and the contractor shtéirapt to
resolve the matter through the negotiation procé&sdling this, the matter will be referred to entracting
Officer. If necessary, a final decision shall bad® in accordance with the FAR 52.233-1 “Disputdalise. The
Contracting Officer’'s determination will govern thge of order, pending an appeal pursuant to Eisputes”
clause. The contractor will use his best effastsibrk on the order until the dispute is resolved.

(b) Fixed Fee Pool.
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The fixed fee pool consists of the total fixed ég¢he contract AND includes the total fee to b&lga the prime
contractor and all subcontractors. SUBCONTRACT@ERVILL NOT BE BILLED AS A SEPARATE DIRECT
COST ON THE VOUCHER SUBMITTED BY THE CONTRACTOR TCHE GOVERNMENT, BUT WILL BE
PAID TO THE SUBCONTRACTOR BY THE PRIME CONTRACTORR®OM THE FEE BILLED FROM THE
FIXED FEE POOL.

(c) Computation of Fee.

The percentage of the fee applicable to ordershsilthe same as the percentage of the fee establishhe
contract. However the total fee paid under thdreahfor a year of performance will not exceedtttal fixed fee
amount for the current year of performance.

(d) Fee on Modifications to Term Type (Level-oftdtf) Delivery or Task Orders.

If the hours for a particular delivery or task ardee insufficient to complete performance underdhder, the
government may elect to increase the hours byemrittodification. This increase in cost associatél the
increase in hours will be fee bearing at the saenegmtage of fee established in the basic contifabie hours
prove to be in excess of that necessary to comptfermance under this order, the government slealtease the
hours by written modification. The fee associatéith the decrease in hours will be reduced by #regntage of
fee established in the basic contract. Estimabstiwill be increased/decreased as applicable.

(e) Fee on Modifications to Completion Type Detiver Task Orders.

If the task(s) required under a particular deliveryask order cannot be completed within the riaged estimated
cost (an overrun situation), the government magteteincrease the estimated cost to completeftbe &ith no
additional fee allocation.

If the task(s) required under the order is completed the cost is less than that negotiated (uadgrthe contractor
shall be entitled to full payment of the fixed fgmecified in the order. Excess costs shall be ldgdbd by
modification to the delivery order prior to contratoseout.

(H Modifications to the Basic Contract.

If the contracting officer determines, for any masto adjust the contract amount or the estimtttd hours, such
adjustments shall be made by contract modificatiany increase will be fee bearing, except costriares on
completion type orders, at the percentage of fesbkshed in the basic contract.

The estimated cost of the contract may be increbgeditten modification, if required, due to casterruns. This
increase in cost is not fee bearing and no additibaurs will be added to the total estimated hounder the
contract.

(g) Payment of Fee.

The Government shall pay fixed fee to the contragtoeach delivery order at the percentage rateeoéstablished
in the basic contract subject to the contract’'xéeiFee” clause, provided that the total of allhspayments shall
not exceed eighty-five percent (85%) of the fixed §pecified under each applicable delivery omaldess waived.
In accordance with the provisions of paragraphsfd) (e) of this clause, any balance of fixedslesll be paid to
the contractor, or any overpayment of fixed fedldf®repaid by the contractor, at the time of fipayment.

(h) Closeout.

Delivery or task orders will be closed out on adiwidual basis, upon agreement of final indire¢ésafor the period
of performance of the applicable delivery or tas#en. The contractor shall forward the final voeicHirectly to
the cognizant DCAA for final audit. DCAA will forard the voucher and the final audit to the cogrtiZe®O (see
block 6 of the basic contract), who will proceskitfinal payment and submit it to the paying ofi
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(End of clause)

SECTION C - DESCRIPTIONS AND SPECIFICATIONS

The following have been added by full text:
PWS

PERFORMANCE WORK STATEMENT (PWS)
O05MAR14

SHORT TITLE: Amazon Web Services (AWS) Cloud Hosting— Computing, Storage,
Utility & Networking Support

1.0 PURPOSE

11 BACKGROUND

The SPAWAR Cloud Services Integration (CSI) clowdderage function supports the rapid and apprapriat
delivery of cloud service offerings. With the colidation and closing of physical data centers, Caid other
Civilian agencies are tasked with finding viabldiops to existing data center hosting servicesegponse to this
need, the CSI Integrated Product Team (IPT) isggthwvith the development, oversight, and processesssary to
obtain cloud services. Its goal is to provisionudaervices to authorized DoD consumers based tiygamtechnical
and policy requirements, and funding relationships.

1.2 SCOPE
The SPAWAR Cloud Services Integration (CSI) cloudkerage function supports the rapid and apprapriat
delivery of cloud service offerings.

The CSI IPT offers cloud environment managememiuhh Amazon Web Services (AWS) via their cloud
brokerage model, provides a framework for the assent and migration of existing systems and apiidies, and
works within DON, DoD and Federal policy to ensfuk compliance of system and vendor architectures.

AWS is a web-based cloud computing service prouidar operates both servers for receiving, routamgl
distribution, and large-scale storage for file atgr in geographically dispersed locations. The ga@l provision
AWS cloud services to authorized DoD consumersdapen their technical and policy requirements fumdling
relationships.

SPAWAR intends to acquire Amazon Web Service (AWSYices as they are available and restrict usatiose
that are accredited. Accredited services curréntiude the following services in Amazons GovClpkdst, and
West Regions: Elastic Cloud Computing (EC2), EtaBilock Storage (EBS), Virtual Private Cloud (VPS)mple
Storage Service (S3), Simple Database (SimpleDBydWatch, Route 53, Autoscaling, AWS Management
Console, AWS Direct Connect, AWS Identity and Acchnagement (IAM), AWS Import/Export, Elastic Load
Balancing, High Performance Computing, and VM Intftoxport.

Smartronix will ensure the fulfillment of reque$ts accredited AWS in Amazon’s GovCloud, East, &velst
Regions and provide business & technical suppeltiding training necessary to ensure CSI IPT sitgtdib
provision, monitor and manage AWS Cloud Computieg/ges. Accredited AWS Services included are Elast
Cloud Computing (EC2), Elastic Block Storage (EB®#)jtual Private Cloud (VPC), Simple Storage Seev{§3),
Simple Database (SimpleDB), CloudWatch, Route G8p#caling, AWS Management Console, AWS Direct
Connect, AWS Identity and Access Management (IAMNS Import/Export, Elastic Load Balancing, High
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Performance Computing, and VM Import/Export. Adaitally Smartronix will provide additional AWS seceis as
they become accredited in the future.

2.0 APPLICABLE DOCUMENTS (AND DEFINITIONS)

All work will be accomplished using the best comai@lrpractices and current acceptable industrydstads. The
applicable references and standards invoked will wathin individual tasks and will be specificalballed-out in
each task order. In accordance with Defense AdiprisiPolicy changes, maximum utilization of non-gavment
standards will be made wherever practical. Wheokward compatibility with existing systems is remai,
selected interoperability standards will be invakiedr purposes of bidding, the following documearts not
exclusive; however, all contractors will be ablerieet those cited when applicable to the task order

21 REQUIRED DOCUMENTS

The following instructional documents are mandaforyuse. Unless otherwise specified, the docursezftective
date of issue is the date on the request for pedpadditional applicable documents may be inclugfespecific
task orders.

Document Number Title
a. | DoD 5220.22-M DoD Manual — National IndustriaicBrity Program
Operating Manual (NISPOM)
b. | DoDD 5220.22 DoD Directive — National Industr&gcurity Program
c. | DoD 5200.2-R DoD Regulation — Personnel Seci#itygram
d. | SECNAVINST 5510.30 DoN Regulation — Personnel Security Program
2.2 GUIDANCE DOCUMENTS — Not Applicable
2.3 SOURCE OF DOCUMENTS

Smartronix will obtain all applicable documentse8ifications and commercial/industrial documenty ina
obtained from the following sources:

Copies of Federal Specifications may be obtainechfGeneral Services Administration Offices in Waghon, DC,
Seattle, San Francisco, Denver, Kansas City, M@igago, Atlanta, New York, Boston, Dallas and LagAles.
Copies of military specifications may be obtaineaid the Commanding Officer, Naval Supply Depot, B8@abor
Avenue, Philadelphia, PA 19120-5099. Applicationdopies of other Military Documents should be &dded to
Commanding Officer, Naval Publications and Format€e 5801 Tabor Ave., Philadelphia, PA 19120-5099.
All other commercial and industrial documents carobtained through the respective organization’ssite.

3.0 PERFORMANCE REQUIREMENTS

Smartronix, an AWS Premier Value Added Resellel, pvovide coordination for SPAWAR on usage of AWS
Services. Smartronix will: 1. Establish AWS accaufar SPAWAR; 2. Establish initial Administrativeaess; 3.
Provide Program Management.

Establish AWS Accounts for SPAWAR:

Smartronix will create an AWS account for SPAWARtanage their resources. This will be the accdatt t
Smartronix uses to monitor resource usage for Mpméporting, Invoice Support Documentation and tCact
Funds Status Reporting.

Establish Administrative Accounts:

Smartronix will provide SPAWAR with access to tihéial Administrative user account(s) that have AWS
access. SPARWAR authorized personnel can then gieneser’s accounts for engineers and other SPAWAR
authorized personnel to utilize the AWS resour88SAWAR will manage all policy for the usage of the&/S
resources and user accounts. Smartronix will havacgess to the AWS resources (Smartronix acceissewi
limited to visibility to resource utilization reptorg for financial accounting purposes.

Program Management:
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Smartronix will work closely with the governmenbject manager and when applicable provide suppahiea
sponsor level. Smartronix will assign a techniéage point of contact, also known as the Prograanbyer (PM)
who will work closely with the government ContragiOfficer and Contracting Officer's Representa{i@®OR), as
applicable. Smartronix will also assign a Billingn#lyst (BA) for billing related reporting, analysied incidents.
The PM and BA will provide the government projecmager and COR with consolidate monthly reportimgj a
billing for all AWS services provided.

Through this arrangement Task 1, Task 2 and Tagll Be fulfilled as defined below.

3.1Task . Amazon Web Services for Cloud Computing Platf@atutions
Smartronix will provide the following AWS Cloud Cqmting services for use by SPAWAR:
* Cloud computing platform, including the followinglations:
o0 Application hosting
o Backup and storage
0 Web hosting
o Enterprise IT, and
o Databases.
e Cloud computing instances
e Cloud networking
e Cloud utility services
e Cloud-specific training on AWS products and sersice
Smartronix will provide authorized SPAWAR admingtrs access to a web based Management Console that
unifies and simplifies the user experience acrossd different areas of functionality. The useregigmce begins
with a secure login for authentication, and thegirthesources access can be managed ildémity and Access
Management (IAM) servicell elements of the Console are user-targeteddasdheir specific needs. As such, all
users must be authenticated to access the porte¢ i@ the portal, users only see the elementwlifiich they have
permissions.

3.2 Task 2 Utility-based Computing Services for Amazon Wetn&esSmartronix will provide AWS services in a
utility model whereby DON is only billed for sereis that are reserved for, or consumed by, thenmglthie prior
billing period. DON will have nearly unlimited res@es available to them and will be responsibleHeir resource
consumption and commitment of reservation of resesir

e Smartronix will provide the following in conjunctiowith the provisioning and usage of the AWS utilit

metered services (e.g. the billing and incidenpoese capabilities):
0 Incident response

Utility-based billing
Comprehensive reporting on all assets provisioasset usage, service utilization
Access to Cloud training services
Billing Monitoring

O O 0O

3.3 Task 3 Geographically Dispersed Hosting and Networkiegviees for Amazon Web Services

Smartronix will provide SPAWAR the capability toauad balancing to automatically distribute incogni
application traffic across multiple instances andlde greater fault tolerance as well as offerritistion
functionality to make downloading and uploadingritequicker for SPAWAR LANT.

Note: In compliance with SPAWARINST 4720.1A — SPARModernization and Installation Policy, all comtra
installation work performed aboard Navy ships amy\shore sites is under Installation Managemefit©{IMO)
supervision; otherwise, a formal exemption reqhestbeen approved. In accordance with the FlealiRess
Directorate Standard Operating Procedure (FRD SOBMSPAWARSYSCOM letter Ser FRD/235 dated 14 Apr
12, Smartronix will, ensure proper notification astdtus updates of installation work performed idetef SSC
Atlantic respective Areas of Responsibilities (AQRBee provided to the SPAWAR Officer in Charge (P&€
applicable Geographic Lead.
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4.0 INFORMATION TECHNOLOGY (IT) SERVICES REQUIREMEN TS
4.1 INFORMATION TECHNOLOGY (IT) GENERAL REQUIREMENS
When applicable, Smartronix will be responsibletfor following:
411 Ensure that no production systems are opeaton any RDT&E network.
4.1.2 Follow DoDI 8510.01 of 28 Nov 20@hen deploying, integrating, and implementing &pabilities.
4.1.3 Migrate all Navy Ashore production systemth®NMCI environment where available.
41.4 Work with government personnel to ensure dimmpe with all current Navy IT & 1A policies,
including those pertaining to Cyber Asset Reducéind Security (CARS).
415 Follow SECNAVINST 5239.3B of 17 June 2009 &M 8510.01 of 28 Nov 200g@rior to integration
and implementation of IT solutions or systems.
4.2 ACQUISITION OF COMMERCIAL SOFTWARE PRODUCTS, ROWARE, AND RELATED
SERVICES - Not Applicable
4.3 SECTION 508 COMPLIANCE - Not Applicable
5.0 CONTRACT ADMINISTRATION

Smartronix will deliver an effective Contract Adrstration function that ensures the governmentgiements
are met, delivered on schedule, and performed nvithdget.

5.1 CONTRACT LIAISON

Smartronix will assign a technical single pointohtact, also known as the Program Manager (PM)witiavork
closely with the government Contracting Officer &whtracting Officer's Representative (COR), asliapple.
Our PM is ultimately responsible for ensuring that performance meets all government contractiggirements
within cost and schedule. The Smartronix PM halsafuthority and control over all company resouncesessary
for contract performance. Specifically, our PM vhidlve the authority to approve task order propasasergent
situations. The program manage will also have nesipdity for personnel management; management of
government material and assets; and personnekbaiiityf security. In support of open communicatiorg will
initiate periodic meetings with the COR.

5.2 CONTRACT MONITORING AND MAINTENANCE

Smartronix will deliver a thorough contract managetyprocess that is focused on effective monitoaing
maintaining the contract. Smartronix’ contract ngaraent process has been approved through our t5CHMI
certifications.

5.2.1 Contract Administration Documentation
Smartronix will provide the following documentation

5.2.1.1 Contract Status Report (CSR)

Smartronix will prepare and deliver a Contract @&aReports (CDRL A002) monthly at least 30 daysrafontract
award on the 10of each month. The contract status report wilpbevided to the COR in accordance with the
DD1423.

5.2.1.2 Task Order Status Report (TOSR)

Smartronix will prepare and develop and submit skT@rder Status Reports (CDRL A004) both weekly and
monthly. The report will include all costs requinedsupport the contract. The TOSR include theofeithg
variations of reports:
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(a) Monthly TOSR — The monthly TO status report bé provided to the COR and government Project
Engineer. Commencing one full month after the T@m@date, TO status reports will be submitted ter lhan the
10" of each month. The task order status report wilpovided to the COR in accordance with the DD1423

(b) Weekly TOSR — The Weekly TO Status Report béllemailed to the COR no later than close of bssine
(COB) every Friday. The first report will be delireel on the first Friday following the first full & after the TO
award date. The initial report will include a pretied Plan Of Action and Milestones (POA&M). The Wigestatus
report will, as a minimum, include the followingihs and data:

1. Notification when obligated costs have exceetgh of the amount authorized

(c) Data Calls — If required, a data call repoft b emailed to the TO Originator and the COR imithix
working hours of the request. All information prdgd will be the most current. Cost and funding détireflect
real-time balances. Report will account for allrplad, obligated, and expended charges and houeseplort will
include, as a minimum, the following items and data

1. Percentage of work completed (by contract agkl dader level)
2. Percentage of funds expended (by contract akdot@er level)
3. Updates to the POA&M and narratives to explain @ariances

5.2.1.3 Task Order Closeout Report

Upon Task Order (TO) completion a TO Closeout Re(@DRL A005), will be developed and delivered ater
than 30 days after the TO completion date. In atmace with the DD1423 the TO closeout report walldsovided
to the Contracting Officer and COR.

5.2.1.4 Contractor Manpower Reporting — Not Appiea

5.2.15 WAWF Invoicing Notification and Support Diooentation

In accordance with contract clause 252.232-70032&20232-7006, Smartronix will submit payment resjaeand
receiving reports using Wide Area Work Flow (WAWM)e will provide e-mail notification to the COR whe
payment requests are submitted to the WAWF. If estpd by the COR, Smartronix will provide a sofbgo
(CDRL A001) of the invoice and any supporting doemtation in order to assist the COR in validatimg invoiced
amount against the products/services provided duha billing cycle. As applicable, Smartronix wfibrward
copies of invoices to the COR immediately aftermsiftal of WAWF payment request. For supplementalpguting
documentation, Smartronix will forward to the CORhin 24 hours from initial time of request.

5.2.1.6 Labor Rate Limitation Notification
Smartronix will monitor the following labor rates part of the monthly contract and TO status report

€) Average actual labor rates per person chargembotract/task order — If the average fully burdate of
any individual exceeds $250K/yr ($120.19/hr) and wat disclosed prior to the basic contract (or a@ard,
Smartronix will send notice and rationale (CDRL AQ@or the labor rate to the COR who will then send
notification to the Contracting/Ordering Officer.

(b) Average actual labor rates (total actual fbilydened labor costs “divided by” total number ofifs
performed) compared to average negotiated labes K#dtal negotiated fully burdened labor costsitiid by” total
number of hours negotiated) — If the average adtualened labor rates exceeds the average propesetiated
rate by 15%, Smartronix will send notice and ragien(CDRL A007) for the rate variance to the CORowdill then
send notification to the Contracting /Ordering ©dfi. Contractors will additionally notify the gowenent if
variances exceed 20% for more than three consecnitdnths. Contractors will annotate the varianacegdage of
monthly average actual labor rates versus averegetiated labor rates in the monthly contract/T&ust reports.
How well a contractor monitors labor rates willineluded in the contract/task order Quality Asseen
Surveillance Plan (QASP).
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5.2.1.7 ODC Limitation Notification

Smartronix will monitor Other Direct Costs (ODCs)eart of the monthly contract and TO status repéior this
monitoring purpose, ODCs include incidental matetravel, and other non-labor costs required iriggenance of
the contract/task order. If the cumulative totadtamf ODCs exceed the estimated total cost of O@Gsulative
per contract or task order) by 10%, Smartronix séhd notice and rationale (CDRL A0Q7) for excegdiost to
the COR who will then send a signed memorandurheédContracting Officer documenting the reasonsfiusy
the increase of ODC.

5.3 CONTRACT ORGANIZATIONAL CONFLICT OF INTEREST (Ol)

Due to the type of work performed, there are orzgtional conflict of interest clauses that are mgle to this
contract. The contract will follow the restrictioas cited in clause 5252.209-9201, 5252.209-92922 209-9203
and 5252.209-9205.

5.4 EARNED VALUE MANAGEMENT (EVM)
In accordance with DoD policy, this contract doesnequire Earned Value Management (EVM) implemigmta
due to the cost of contract not exceeding $20M;

6.0 QUALITY ASSURANCE

6.1 QUALITY ASSURANCE SYSTEM

In accordance with the provisions of FAR 52.246-8martronix will provide and maintain a qualityfrestion
system that, as a minimum, adheres to the requiresnoé ANSI/ISO Q9001 (Quality Systems-Model forality
Assurance in Design/Development, Production, Ifetah, and Servicing). The Smartronix quality gystis
compliant with 1ISO-9001 and SEI CMMI level 3. Them&tronix quality system will be made availabldtie
government for review at both a program and woeksérvices level. We recognize that the Governmesgrves
the right to disapprove the Contractor’s and/orcemiractor’'s quality system or portions thereof whige quality
system(s) fails to meet contractual requirementstaér the program or worksite services level.

6.2 QUALITY MANAGEMENT PROCESS COMPLIANCE

6.2.1 General

Smartronix has processes in place that will comeiith the government’s quality management procegse
required, we will use best industry practices idatig, when applicable, ISO/IEC 15288 for System tifcle
processes and ISO/IEC 12207 for Software life cpeteesses. Smartronix will provide technical pamgrand
project management support that will mitigate tbks to successful program execution including eyplent of
Lean Six Sigma methodologies in compliance with @8&ntic requirements and with the SSC Engineering
Process Office (EPO) Capability Maturity Model Igtation (CMMI) program.

6.3 QUALITY CONTROL

Smartronix is responsible for all quality contma$pections necessary in the performance of thewstasks as
assigned and identified by the respective WBS, POI& procedural quality system document. The Gowent
reserves the right to perform any inspections delemeeessary to assure that Smartronix providedcssiv
documents, and material meet the prescribed regaints and to reject any or all services, documanis,material
in a category when nonconformance is established.

6.4 QUALITY MANAGEMENT DOCUMENTATION — Not Applicalte

In support of the contract’s Quality Assurance @illance Plan (QASP) and Contractor Performancegssent
Reporting System (CPARS), the Smartronix will po@s/the following documents: Cost and Schedule Niles
Plan (CDRL A010) submitted 10 days after Task Oaleard, and Contractor CPARS Draft Approval Docutmen
(CDAD) Report (CDRL A011) submitted monthly.

CDRL # Description PWS Reference Paragraph

A010 Cost and Schedule Milestone Plan 6.4

A011 Contractor CPARS Draft Approval Document (CDAReport 6.4




N65236-12-D-047W
V70101
Page 12 of 32

7.0 DOCUMENTATION AND DELIVERABLES

7.1 CONTRACT DATA REQUIREMENT LISTINGS (CDRLS)

The following CDRL listing identifies the data iteseliverables required under this contract andaph@icable
section of the PWS for which they are requiredti8acl includes the DD Form 1423s that itemize gachtract
Data Requirements List (CDRL) required under theideontract. Smartronix will establish a practiaatl cost-
effective system for developing and tracking thguieed CDRLs generated under each task.

CDRL # | Description PWS

Reference Paragraph
A001 Invoice Support Documentation 3.1.1,3.1.2,3.
A002 Contract Status Reports 5211
A003 Staffing Plan 8.2.1
A004 Task Order Status Report (TOSR) 5.2.1.2,41.2.
A005 Task Order Closeout Report 5.2.1.3,11.5
A006 Contractor Manpower Quarterly Status RepoBRQ 5.2.1.4
A007 Limitation Notification & Rationale 5.2.1.6,2.1.7
A008 Quality Assurance Plan 6.1
A009 Contract Funds Status Report (CFSR) 5.4
A010 Cost and Schedule Milestone Plan 6.4
A011 Contractor CPARS Draft Approval Document (CDAReport | 6.4

7.1.1 NON-DATA DELIVERABLES
The following table lists all required non-dataidefables:

# Deliverable Description TO PWS Reference Date Due
1 | S3 Service Level Agreement (SLA) 6.4 At time of Award
2 | EC2 Service Level Agreement (SLA) 6.4 At time of Award

7.2 ELECTRONIC FORMAT

At a minimum, Smartronix will provide deliverablekectronically by email; hard copies are only reediif
requested by the government. To ensure informatonpatibility, Smartronix will guarantee all delrables (i.e.,
CDRLs), data, correspondence, and etc., are pravida format approved by the receiving government
representative. All data will be provided in antallie format compatible with SSC Atlantic corporstendard
software configuration as specified below. Smaikavill conform to SSC Atlantic corporate standaxdghin 30
days of contract award unless otherwise specifibdinitial or future upgrades costs of the listed computer
programs are not chargeable as a direct cost to the gover nment.

7.3 INFORMATION SYSTEM

7.3.1 Electronic Communication

Smartronix will have broadband Internet connegtigihd an industry standard email system for comoaitian
with the government. We will be capable of Publeylnfrastructure client side authentication to D@fivate web
servers. Unless otherwise specified, all key paersbon contract will be accessible by email througtividual
accounts during all working hours.

7.3.2 Information Security

Smartronix will provide adequate security for alclassified DoD information passing through non-DoD
information system including all subcontractor imf@ation systems utilized on contract. UnclassifisD
information will only be disseminated within theope of assigned duties and with a clear expect#tiatn
confidentiality will be preserved. Examples of suctormation include the following: non-public infmation
provided to the contractor, information developedmny the course of the contract, and privilegentiart
information (e.g., program schedules, contractteelaracking).
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7.3.2.1 Safeguards
Smartronix will protect government information andl provide compliance documentation validatingyrare
meeting this requirement. We will abide by thedaling safeguards:

(@) Do not process DoD information on public conepsit(e.g those available for use by the general public in
kiosks or hotel business centers) or computersdnaot have access control.

(b) Protect information by at least one physicatlectronic barrier (e.glocked container or room, login and
password) when not under direct individual control.

(c) Sanitize media (e.goverwrite) before external release or disposal.

(d) Encrypt all information that has been identfeess Controlled Unclassified Information (CUI) whieis
stored on mobile computing devices such as lapgogdpersonal digital assistants, or removable géonaedia such
as portable hard drives and digital optical disisihg DoD Authorized Data-at-Rest encryption ted¢bgp. NOTE:
Thumb drives are not authorized for DOD work, sgereor transfer. Use GSA Awarded DAR solutions (GSA
10359) complying with ASD-NII/DOD-CIO Memoranduntficryption of Sensitive Unclassified Data-at-Rest o
Mobile Computing Devices and Removable Storageltit®ms will meet FIPS 140-2 compliance requirersent

(e) Limit information transfer to subcontractorsteaming partners with a need to know and a comeritrio
at least the same level of protection.

® Transmit e-mail, text messages, and similar mamications using technology and processes thatgeo
the best level of privacy available, given faddi#tj conditions, and environment. Examples of recended
technologies or processes include closed netwaeritaal private networks, public key-enabled entiyp, and
Transport Layer Security (TLS). Encrypt organizasibwireless connections and use encrypted wirelessection
where available when traveling. If encrypted wisslés not available, encrypt application files (espreadsheet and
word processing files), using at least applicafioovided password protection level encryption.

(9) Transmit voice and fax transmissions only wttere is a reasonable assurance that accesstisditui
authorized recipients.

(h) Do not post DoD information to Web site pades fare publicly available or have access limitely by
domain or Internet protocol restriction. Such imf@ation may be posted to Web site pages that comtasss by
user identification or password, user certificatgspther technical means and provide protectianugie of TLS or
other equivalent technologies. Access control mapiovided by the intranet (vice the Web site itsethe
application it hosts).

® Provide protection against computer networkusitons and data exfiltration, minimally includitite
following:

1. Current and regularly updated malware protect@Emices, e.ganti-virus, anti-spyware.

2. Monitoring and control of inbound and outbourdwork traffic as appropriate (e.g., at the externa

boundary, sub-networks, individual hosts) includigcking unauthorized ingress, egress, and eaffittn through
technologies such as firewalls and router polidi@sision prevention or detection services, anstf@sed security
services.

3. Prompt application of security-relevant softwpagches, service packs, and hot fixes.
€) As applicable, comply with other current Fedlaral DoD information protection and reporting

requirements for specified categories of infornma{ie.g, medical, critical program information (CPI), penally
identifiable information, export controlled).
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(b) Report loss or unauthorized disclosure of imfation in accordance with contract or agreement
requirements and mechanisms.

7.3.2.2 Compliance
Smartronix shall ensure that their quality procegs®cedures are compliant with information segurit
requirements.

8.0 SECURITY

Document Number Title

DoD 5205.02-M DoD Manual — Operations Security (BE$Program Manual dtd 3 Nov 08

DoD 5220.22-M DoD Manual — National Industry SetyuRrogram Operating Manual
(NISPOM)

DoD 5200.2-R DoD Regulation — Personnel Securibgfam

DoDD 5205.02E DoD Directive — Operations Secuf®PSEC) Program dtd 20 Jun 12

DoDD 5220.22 DoD Directive — National IndustrialcBety Program

DoDD 8500.1 DoD Directive — Information Assurance

DoDI 8500.2 DoD Instruction — Information Assurar{t®) Implementation

SECNAVINST 5510.30 DoN Regulation — Personnel Sec&rogram

SPAWARINST 3432.1 SPAWAR Instruction — Operatiors @ity (OPSEC) Policy dtd 2 Feb 05

NIST SP 800-Series National Institute of Standamts Technology Special Publications 800

Series — Computer Security Policies, ProceduresGandelines

SPAWARSYSCENCHASNINST | SPAWARSYSCEN Charleston Instruction — Check-in @méck-out

12900.1A Procedures, 18 May 2005

HPSD-12 Homeland Security Presidential Directivieolicy for a Common
Identification Standard for Federal Employees andtéactors, August 27,
2004

DTM-08-003 Directive-Type Memorandum 08-003 — N&eneration Common Access
Card (CAC) Implementation Guidance, December 18200

FIPS PUB 201-1 Federal Information Processing StedslPublication 201-1 — Personal
Identity Verification (PIV) of Federal Employeesch@ontractors, March
2006

Form I-9, OMB No. 115-0136 US Department of Justioemigration and Naturalization Services, Form I-9
OMB No. 115-0136 — Employment Eligibility Verifidan

8.1 ORGANIZATION

8.1.1 Classification

All work performed under this contract will be “dassified.”

8.1.2 Security Officer
Smartronix will appoint a Security Officer to suppthose contractor personnel requiring accessteigment

facility/installation and/or access to informati@mthnology systems under this contract. The SecOficer will be
responsible for tracking the security requiremédattsall personnel (subcontractors included) utidizen contract.
Responsibilities include entering and updatingpéesonnel security related and mandatory trainif@yimation
within the Staffing Plan document, which is partafachment 1 of CSR (CDRL A002) — applicable StaffPlan
sheets include: Security Personnel Tracking sl SPAWAR Badge Tracking sheet, Mandatory Training
Sheet, and IAWF Personnel sheet.

8.2 PERSONNEL

Smartronix will conform to the security provisiooEDoD 5220.22M — National Industrial Security Prag
Operating Manual (NISPOM), SECNAVINST 5510.30, D8670.01M/DoD-8140, and the Privacy Act of 1974.
Prior to any labor hours being charged on contraetwill ensure their personnel possess and cantaiaisecurity
clearances at the appropriate level(s) ), and entdied/credentialed for the Information Assuran@erkforce
(IAWF)/Cyber Security Workforce (CSWF), as appli@bAt a minimum, we will validate that the backgnal
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information provided by their employees chargedaurtis contract is correct, and the employee halt a
minimum of a trustworthy determinatioBost to meet these security requirementsis not directly chargeable to task
order.

NOTE: If a final determination is made that an individual does not meet the mirstanaard for a Position
of Trust (SF 85P) (National Agency Check with Inquires (NACI) or Moderate BRaskground Investigation
(MBI)), then the individual will be permanently removed from SSC Atlantidifies, projects, and/or
programs. If an individual who has been submitted for a security clearance is "deniedldarance or
receives an "Interim Declination"” that individual will be removed from &8éntic facilities, projects, and/or
programs until such time as the investigation is fully adjudicated or the individeablismitted and is
approved. All contractor and subcontractor personnel removed from facilities;tpr@nd/or programs will
cease charging labor hours directly or indirectly on task and contract.

8.2.1 Personnel Clearance

At times there may be a requirement for sgraesonnel associated with this contract to poss&SCRET
clearance. These programs/tasks include, as a ommjroontractor personnel having the appropriataraleces
required for access to classified data as requitadr to starting work on the task, our persomi#ilhave the
required clearance granted by the Defense InduSteieurity Clearance Office (DISCO) and will comp¥jth IT
access authorization requirements. In additiontractor personnel will possess the appropriateeVEll of access
for the respective task and position assignmene@sired by DoDD 8500.1, Information Assurance BadI
8500.2, Information Assurance (IA) Implementatidny future revision to the respective directive amgtruction
will be applied to the TO level as required. Snaix personnel will handle and safeguard any usdias but
sensitive and classified information in accordanite appropriate Department of Defense securitylaipns. Any
security violation will be reported immediatelyttee respective Government Project Manager.

8.2.2 Access Control of Contractor Personnel

8.2.2.1 Physical Access to Government Facilitias lastallations

Contractor personnel will physically access governtfacilities and installations for purposes ¢ siisitation,
supervisory and quality evaluation, work performéthin government spaces (either temporary or paeng, or
meeting attendance. Individuals supporting thefetsfwill comply with the latest security regulatis applicable
to the government facility/installation.

(a) The majority of government facilities requitentractor personnel to have an approved visit retjue file
at the facility/installation security office pritw access. Smartronix will initiate and submit guest for visit
authorization to the COR in accordance with DoD N&r5220.22M (NISPOM) not later than one (1) wegkipto
visit — timeframes may vary at each facility/inktibn. For admission to SPAWARSYSCEN Atlantic
facilities/installations, a visit request will berfvarded via Space and Naval Warfare Systems CAtitattic, P.O.
Box 190022, North Charleston, SC 29419-9022, Awcurity Office, for certification of need to kndwy the
specified COR. For visitation to all other govtcédions, visit request documentation will be forshed directly to
the on-site facility/installation security officeo(be identified at task order level) via apprdwaithe COR.

(b) Depending on the facility/installation regutats, contractor personnel will present a propanfof
identification(s) and vehicle proof of insurancevehicle rental agreement. NOTE: SPAWARSYSCEN Attan
facilities located on Joint Base Charleston reqai@mmon Access Card (CAC) each time physicahliagion
access is required. Contractor will contact SPAWAXRBEEN Atlantic Security Office directly for lategblicy.

(c) As required, a temporary or permanent autoreatsical for each contractor personnel may be issued
Smartronix assumes full responsibility for the amddile decal and will be responsible for the retana/or
destruction of the automobile decal upon termimatibneed or of personnel.
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(d) All contractor persons engaged in work whileG@overnment property will be subject to inspectdiheir
vehicles at any time by the Government, and wpbire any known or suspected security violationth®Security
Department at that location

8.2.2.2 Identification and Disclosure Requirements

As required in DFARS 211.106, Contractors will talllemeans necessary to mepresent themselves as
government employees. All Contractor personnel follbw the identification and disclosure requirarhas
specified in clause 5252.237-9602.

8.2.2.3 Government Badge Requirements

As specified in contract clause 5252.204-9202, soomract personnel will require a government igspieture
badge. While on government installations/facilitiesntractors will abide by each site’s securitgdga
requirements. Various government installationscarginually updating their security requirementsreet
Homeland Security Presidential Directive (HSPD-iti2ntification standards. Contractors are respda$dy
obtaining and complying with the latest securitgritification requirements for their personnel aguiesd.
Contractors will submit valid paper work (e.g.gesiisit request, request for picture badge, an8k85P for CAC
card) to the applicable government security offigethe contract COR. The contractor’'s appointecusigy Officer
or COR will track all personnel holding local gomerent badges at contract or TO level.

8.2.2.4 Common Access Card (CAC) Requirements

Some government facilities/installations (e.g.nd&ase Charleston) require contractor personnieht@ a
Common Access Card (CAC) for physical access tdatidities or installations. Contractors suppogtimork that
requires access to any DoD IT/network also req@ar€A\C. Granting of logical and physical accessileges
remains a local policy and business operation fanaif the local facility. Smartronix is responglibr obtaining
the latest facility/installation and IT CAC requinents from the applicable local Security Office. &ta CAC is
required to perform work, contractor personnel Wélable to meet all of the following security reegments prior
to work being performed:

(a) In accordance with Directive-Type Memoranduni KD08-003), issuance of a CAC will be based on the
following four criteria:

1. eligibility for a CAC — to be eligible for a CAContractor personnel’s access requirement wiitroae
of the following three criteria: (a) individual reiges access to multiple DoD facilities or accesmtiltiple
non-DoD Federal facilities on behalf of the goveemtnon a recurring bases for a period of 6 months o
more, (b) individual requires both access to a Dadility and access to DoD network on site or reghgt
or (¢) individual requires remote access to DoDvaeks that use only the CAC logon for user
identification.

2. verification of DoD affiliation from an authogitive data source — CAC eligible personnel must be
registered in the Defense Enrollment Eligibilityg®eting Systems (DEERS) through either an
authoritative personnel data feed from the appat@rService or Agency or Contractor Verificatiorstgyn
(CVS).

3. completion of background vetting requirementading to FIPS PUB 201-1 and DoD Regulation 5200.2
R — at a minimum, the completion of Federal Burefinvestigation (FBI) fingerprint check with
favorable results and submission of a National Agebheck with Inquiries (NACI) to the Office of
Personnel Management (OPM), or a DoD-determined akgnt investigation. NOTE: Personnel requiring
a CAC under SSC Atlantic will contact the SSC Atlaisecurity Office to obtain the latest requirensen
and procedures.

4. verification of a claimed identity — all persehmvill present two forms of identification in itsiginal form
to verify a claimed identity. The identity sourcecdments must come from the list of acceptable
documents included in Form I-9, OMB No. 115-013@foyment Eligibility Verification. Consistent
with applicable law, at least one document fromRbem [-9 list will be a valid (unexpired) State or
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Federal Government-issued picture identificatid) (IThe identity documents will be inspected for
authenticity, scanned, and stored in the DEERS.

(b) When a contractor requires logical accessgovernment IT system or resource (directly or iedity), the
required CAC will have a Public Key InfrastructfKI). A hardware solution and software (e.g., Aetold) is
required to securely read the card via a persamapater. Prior to receipt of a CAC with PKI, comtiar personnel
will complete the mandatory IA Awareness trainimgl aubmit a signed System Authorization Access Bsiqu
Navy (SAAR-N) form to the contract’s specified COWote: In order for personnel to maintain a CAChwWKI,
each contractor employee will complete annual Biing. The following guidance for training andrfosubmittal
is provided; however, contractors will seek lagastiance from their appointed company Security@@ffiand the
SSC Atlantic Information Assurance Management (IAd¥fjce:

1. For annual DoD IA Awareness training, contragtwill use this sitehttps://twms.nmci.navy.milfFor
those contractors requiring initial training andrds have a CAC, contact the SSC Atlantic IAM aoffiat
phone number (843)218-6152 or email questiorsst@lant_iam_office.fcm@navy.nidr additional
instructions. Training can be taken at the |AM ac#fior online ahttp://iase.disa.mil/index2.html

2. For SAAR-N form, the contract will use OPNAV %¢34 (Rev 9/2011). Contractors can obtain a form
from the SSC Atlantic IAM office at or from the wate: https://navalforms.documentservices.dla.mil/
Digitally signed forms will be routed to the IAMfafe via encrypted email to
ssclant_it_secmtg@navy.mil

8.2.25 Accessing Navy Enterprise Resources PlgriiRP) System
Contractor personnel will not access the Navy Fmise Resource Planning (Navy ERP) system.

8.2.2.6 Personnel Check-in and Check-out Procedures

All SSC Atlantic contractor personnel requiringpmssessing a government badge and/or CAC fortiaeifid/or IT
access will be in compliance with the most currentsion of Check-in and Check-out Procedures font@ctors
applicable to the facility cited in SPAWARSYSCENCBNINST 12900.1A. At contract award throughout cactr
completion, Smartronix will provide necessary emplo information and documentation for employeesdir
transferred, and/or terminated in support of tlistract within the required timeframe as citedhia €heck-in and
Check-out instructions. As required, contractor kyges will complete and route the most currentsien of the
Check-in list (SPAWARSYSCENLANT 12900/6) or Checlttdist (SPAWARSYSCENLANT 12900/7) as
applicable. Contractor’s Security Officer will emswall contractor employees whose services aremgelr required
on contract return all applicable government doauisibadges to the appropriate government represanta

8.2.3 IT Position Categories

In accordance to DoDI 8500.2, SECNAVINST 5510.36P8570.01and applicable to unclassified DoD
information systems, a designator will be assigiwetkrtain individuals that indicates the levelbfaccess required
to execute the responsibilities of the positiondolasn the potential for an individual assignedh position to
adversely impact DoD missions or functions. Asmkdiin DoD 5200.2-R and SECNAVINST 5510.30, the IT
Position categories include:

IT-I (Privileged)
IT-1I (Limited Privileged)
IT-11l (Non-Privileged)

Note: The term IT Position is synonymous with tihdeo term Automated Data Processing (ADP) Positasnused
in DoD 5200.2-R, Appendix 10).

Investigative requirements for each category vdepending on the role and whether the individual i S.

civilian contractor or a foreign national. SmartsoRM will support the Government Project ManageCOR in
determining the appropriate IT Position Categosigrsnent for all contractor personnel. All requiidgle-Scope
Background Investigation (SSBI), SSBI Periodic Restigation (SSBI-PR), and National Agency ChecRQ)l
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adjudication will be performed in accordance with@ 8500.2 and SECNAVINST 5510.30. IT Position
Categories will be determined based on the follgvariteria:

8.23.1 IT-I Level (Privileged) - Positions in whithe incumbent is responsible for the planninggation,
and implementation of a computer security progranajor responsibility for the direction, planningdagesign of a
computer system, including the hardware and soétwar, can access a system during the operatioraotenance
in such a way, and with a relatively high risk éausing grave damage, or realize a significantopedsgain.
Personnel whose duties meet the criteria for I'Bdiffon designation require a favorably adjudicaé&BI1 or SSBI-
PR. The SSBI or SSBI-PR will be updated a minimdravery 5 years.

8.2.3.2 IT-1l Level (Limited Privileged) - Positisrin which the incumbent is responsible for thescliion,
planning, design, operation, or maintenance ofraprder system, and whose work is technically reey a
higher authority at the IT-Il Position level to ine the integrity of the system. Personnel whodesuneet the
criteria for an IT-1l Position require a favoraldgjudicated NAC.

8.2.3.3 IT-Il Level (Non-privileged) - All othergsitions involved in computer activities. Incumbénthis
position has non-privileged access to one or ma® dformation systems/applications or databasetich they
are authorized access. Personnel whose dutiestineegtiteria for an IT-III Position designation tecg a favorably
adjudicated NAC.

8.2.4 Security Training
Regardless of the contract security level requiBsdartronix will be responsible for verifying apgable personnel

(including subcontractors) receive all requiredniray. At a minimum, the contractor’s designated8ay Officer
will track the following information: security cleance information, dates possessing Common AccastsCissued
& expired dates for SSC Atlantic Badge, Informatissurance (IA) training, Privacy Act training, amformation
Assurance Workforce (IAWF)/Cyber Security Workfo(@SWF) certifications, etc.

8.2.5 Disclosure of Information

Contractor employees will not discuss or disclasgiaformation provided to them in the performaoné¢¢heir
duties to parties other than authorized Governrardtcontractor personnel who have a "need to knawny.
information or documentation developed by Smarionnder direction of the government, will not ksed for
other purposes without the consent of the governi@entracting Officer.

8.3 OPERATIONS SECURITY (OPSEC) REQUIREMENTS

Security programs are oriented towards protectfariassified information and material. Operatiors @ity
(OPSEC) is an operations function which involvess photection of any critical information — focusiag
unclassified information that may be susceptibladeersary exploitation. As directed in DoDD 52@&E(nd
SPAWARINST 3432.1, SSC Atlantic’s OPSEC programlengents requirements in DoD 5205.02 — OPSEC
Program Manual. Note: OPSEC requirements are aiiavhen contract personnel have access to eitesified
information_orunclassified Critical Program Information (CPl)isiive information.

8.3.1 Local and Internal OPSEC Requirement

Contractor personnel, including subcontractorgleable, will adhere to the OPSEC program poficed
practices as cited in the SPAWARINST 3432.1 andtiag local site OPSEC procedures. Smartronix aallelop
our own internal OPSEC program specific to the i@mtand based on SSC Atlantic OPSEC requiremAnts.
minimum, the contractor’s program will identify tharrent SSC Atlantic site OPSEC Officer/Coordimato

8.3.2 OPSEC Training

Contractor will track and ensure applicable pergbneceive initial and annual OPSEC awarenessitigiff raining
may be provided by the government or a contrac@PSEC Manager and will, as a minimum, cover OPS&(E
relates to contract work, discuss the Critical infation applicable in the contract/task order, sndew OPSEC
requirements if working at a government faciliti@gy training materials developed by Smartronix e
reviewed by the SSC Atlantic OPSEC Officer, whad efisure it is consistent with SSC Atlantic OPSEGqpes.
OPSEC training requirements are applicable forgrersl during their entire term supporting SPAWARiIttacts.
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8.3.3 SSC Atlantic OPSEC Program
Contractor will participate in SSC Atlantic OPSEfgram briefings and working meetings as requifed.
required, contractor will complete any OPSEC survegata call within the timeframe specified.

8.4 DATA HANDLING AND USER CONTROLS

8.4.1 Data Handling
At a minimum, Smartronix will handle all data reasd or generated under this contract as For Offigse Only
(FOUO) material.

8.4.2 Effective Use of Controls

Smartronix will screen all electronic deliverabtgselectronically provided information for maliciseode using
DoD approved anti-virus software prior to delivéoythe Government. Smartronix will utilize apprayé controls
(firewalls, password protection, encryption, dibiertificates, etc.) at all times to protect cawctrrelated
information processed, stored or transmitted orcdmractor's and Government's computers/serveengure
confidentiality, integrity, availability, authentition and non-repudiation. This includes ensuriteg provisions are
in place that will safeguard all aspects of infotiora operations pertaining to this contract in ctieme with all
applicable PWS references. Compliance with Par&.1.3Data-at-Rest, is required on all portabletetsic
devices including storage of all types. Encryptiligital signing of communications is required fattzentication
and non-repudiation.

9.0 GOVERNMENT FACILITIES — Not Applicable

10.0 CONTRACTOR FACILITIES

The contractor’s facility will not present a hargsto complete work required on contract. Real time
communication will be available and no specificiliaclocation is required. However, in accordarveigh the Navy
accreditation of cloud services, the contractoil dtegep all DoD data CONUS.

11.0 CONTRACT PROPERTY ADMINISTRATION

111 PROPERTY TYPES

Contract property can either be intangible (imtgellectual property and software IAW FAR Part @7}angible
(i.e., government property IAW FAR Part 45). Smamix will have established property management gaaces
and an appropriate property management point aacbho will work with the assigned Government fndy
Administrator (PA) to ensure their property managaensystem is acceptable. This contract will héreefbllowing
property in support of the tasking requirementBWS Para 3.0.

11.1.1 Intangible Property — Intellectual/Software

11.1.1.1 Government Furnished Information (GFI)

Intellectual property includes Government Furnishiddrmation (GFI) which includes manuals, drawingsd test
data that is provided to contractor for performaota contract. Depending on the document, centd@rmation
(e.g., technical specifications, maps, buildingsigies, schedules, etc.) will require addition colstfor access and
distribution. Unless otherwise specified, all GHEtdbution and inventory will be limited to need-know and
returned at completion of the contract/task or@#¥l and its estimated delivery date will be ideatifat task order
level.

11.1.2 Tangible Property — Government Property (GRJA

11.1.2.1 Government-furnished Property (GFP) Nagpligable

11.1.2.2 Contractor-acquired Property (CAP)

As defined in FAR Part 45, Contractor-acquired eirtyp (CAP) is property acquired, fabricated, orevthise
provided by Smartronix for performing a contractlan which the Government has title. CAP includes t
following:
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(a) Contractor Acquired Equipment (CAE) — PropeRiant and Equipment (PP&E) which includes equipmen
machine tools, test equipment, etc.

(b) Contractor Acquired Material (CAM) — OperatiMaterial and Supplies (OM&S) which includes matksria
purchased by Smartronix that will be incorporated,ior attached to a deliverable end item or tivay be
consumed or expended in performing a TO

CAP will be identified at the task order level.

11.2 TRACKING AND MANAGEMENT — Not Applicable
11.3 TRANSFERRING ACCOUNTABILITY — Not Applicable
11.4 LOST OR DAMAGED ITEMS — Not Applicable

11.5 INVENTORY DISPOSITION- Not Applicable

11.6 PERFORMANCE EVALUATION

Non-compliance with the contract's Government Properms and conditions will negatively affect the
contractor’s annual Contractor Performance AssessReporting System (CPARS) rating.

12.0 SAFETY ISSUES

12.1 OCCUPATIONAL SAFETY AND HEALTH REQUIREMENTS

Smartronix will be responsible for ensuring theesabf all company employees, other working persbremd
Government property. Smartronix is solely respdesitr compliance with the Occupational Safety &tedlth Act
(OSHA) (Public Law 91-596) and the resulting apglite standards, OSHA Standard 29 CFR 1910 (gen&edlp
(shipboard/submarine) and 1926 (shore), and foptbtection, safety and health of their employews any
subcontractors assigned to the respective taskoutheler this contract. Without government assggaBmartronix
will make certain that all safety requirements mt, safety equipment is provided, and safety hos are
documented as part of their quality managemenesyst

12.11 Performance at government facilities

In addition to complying to clause 5252.223-920@@mational Safety and Health Requirements, Smaxtraitl
immediately report any accidents involving governira contractor personnel injuries or propertyipment
damage to the contracting officer and COR. Adddibn Smartronix is responsible for securing therscand
impounding evidence/wreckage until released byctivracting officer.

13.0 SMALL BUSINESS SUBCONTRACTING PLAN — Not Applicable

14.0 TRAVEL — Not Applicable

5252.223-9200 OCCUPATIONAL SAFETY AND HEALTH REQUIREMENTS (NOV 2008)

(a) If performance of any work under this contigatequired at a SPAWAR SSC LANT facility, the Camtor
shall contact the SPAWAR SSC LANT Safety Officede®351, at 843-218-4008 prior to performance oiYAN
work under this contractThe purpose of contacting the Safety and Environmental Office isto obtain and become
familiar with any local safety regulations or instructions and to inform the local Safety Officer of any work taking
placeon base. Safety and Occupational Health personnel cannot asme a regulatory role relative to
oversight of the contractor safety activities and erformance except in an imminent danger situation.
Administrative oversight of contractors is the primary responsibility of the Contracting Officer and/or the
Contracting Officer’s designated representative.
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(b) Contractors are responsible for following alfety and health related State and Federal stednts
corresponding State, Federal and/or Navy regulatwatecting the environment, contractor employaed,persons
who live and work in and around contractor andéaiefral facilities.

(c) Contractors shall monitor their employees amsliee that they are following all safety regulasigrarticular to
the work areas. Contractors shall ensure that émeployees (i) wear appropriate safety equipmedtcothing,

(ii) are familiar with all relevant emergency prdaees should an accident occur, and (iii) have sxt® a telephone
and telephone numbers, to include emergency tefephombers, for the SPAWAR SSC LANT facilities Itaghin
the PWS.

(End of clause)

The following have been deleted:
PWS 29SEP13

SECTION E - INSPECTION AND ACCEPTANCE

The following Acceptance/lnspection Schedule wateddor SUBCLIN 100002:
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY
Destination Government Destination Government

The following Acceptance/lnspection Schedule wateddor SUBCLIN 100003:
INSPECT AT INSPECT BY  ACCEPT AT ACCEPT BY
Destination Government Destination Government

The following Acceptance/lnspection Schedule wateddor SUBCLIN 200002:
INSPECT AT INSPECT BY  ACCEPT AT ACCEPT BY
Destination Government Destination Government

The following Acceptance/lnspection Schedule wateddor SUBCLIN 200003:
INSPECT AT INSPECT BY ACCEPT AT ACCEPT BY
Destination Government Destination Government

The following Acceptance/lnspection Schedule wateddor SUBCLIN 300002:
INSPECT AT INSPECT BY  ACCEPT AT ACCEPT BY
Destination Government Destination Government

The following Acceptance/lnspection Schedule wateddor SUBCLIN 300003:
INSPECT AT INSPECT BY  ACCEPT AT ACCEPT BY
Destination Government Destination Government
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SECTION F - DELIVERIES OR PERFORMANCE

The following Delivery Schedule item has been added to SUBCLIN 100003:

DELIVERY DATE QUANTITY SHIP TO ADDRESS uiC
POP 13-MAR-2014 TO N/A N/A
29-SEP-2014 FOB: Destination

The following Delivery Schedule item has been added to SUBCLIN 200002:

DELIVERY DATE QUANTITY SHIP TO ADDRESS ulC
POP 13-MAR-2014 TO N/A N/A
29-SEP-2014 FOB: Destination

The following Delivery Schedule item has been added to SUBCLIN 200003:

DELIVERY DATE QUANTITY SHIP TO ADDRESS uiC
POP 13-MAR-2014 TO N/A N/A
29-SEP-2014 FOB: Destination

The following Delivery Schedule item has been added to SUBCLIN 300003:

DELIVERY DATE QUANTITY SHIP TO ADDRESS uiC
POP 13-MAR-2014 TO N/A N/A
29-SEP-2014 FOB: Destination

SECTION G - CONTRACT ADMINISTRATION DATA
Accounting and Appropriation
Summary for the Payment Office

As a result of this modification, the total funded amount for this document was increased by $28,086.00 from
$77,350.09 to $105,436.09.

SUBCLIN 100002:
Funding on SUBCLIN 100002 is initiated as follows:

ACRN: AB
CIN: 130039786600002

Acctng Data: 1741804 12TA 253 44966 068892 2D X00001
Increasd: ()@ |



Total@)@) ]
Cost Code: 4496640003CQ

SUBCLIN 100003:
Funding on SUBCLIN 100003 is initiated as follows:

ACRN: AC

CIN: 130039786600001

Acctng Data: 9711X8242 PAP4 251 97423 068892 2D XF0002
Increas

Total:[(6)@) |

Cost Code: 688764F2511Q

SUBCLIN 200002:
Funding on SUBCLIN 200002 is initiated as follows:

ACRN: AB

CIN: 130039786600002

Acctng Data: 1741804 12TA 253 44966 068892 2D X00001
Increasd:_(b)@) |

Total:[_ ()@ |

Cost Code: 4496640003CQ

SUBCLIN 200003:
Funding on SUBCLIN 200003 is initiated as follows:

ACRN: AC

CIN: 130039786600001

Acctng Data: 9711X8242 PAP4 251 97423 068892 2D XF0002
Increasd:_(b)@)_|

Total:[_(0)@)_]

Cost Code: 688764F2511Q

SUBCLIN 300002:
Funding on SUBCLIN 300002 is initiated as follows:

ACRN: AB

CIN: 130039786600002
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Acctng Data: 1741804 12TA 253 44966 068892 2D X00001

Increas
Total: [(5)@) |
Cost Code: 4496640003CQ

SUBCLIN 300003:
Funding on SUBCLIN 300003 is initiated as follows:

ACRN: AC
CIN: 130039786600001

Acctng Data: 9711X8242 PAP4 251 97423 068892 2D XF0002

Increasd: (5)@) |
Total:

Cost Code: 688764F2511Q

The following have been added by reference:

252.232-7003 Electronic Submission of Payment Requests and Receidiny 2012
Reports

The following have been added by full text:
OMBUDSMAN

1. The SPAWAR Atlantic Ombudsman is William Paggi, (843) 218-5110.

The following have been modified:
LIMITATION OF LIABILITY

LIMITATION OF LIABILITY - INCREMENTAL FUNDING

This task order is incrementally funded, and the amount currently available is lim§&05@t36.09.1t is estimated

that these funds will cover the cost of performance thr@IBEP14. Subject to the provisions of the clause

entitled, “limitation of funds (far 52.232-22)", of the general provisions of this contract, no legal liability on the part
of the Government for payment in exces§905,436.0%hall arise unless additional funds are made aaiknd

are incorporated as a modification to the task order.

(a) Estimated Cost The estimated cost of the contractor's performance hereunder, exclusive of the fixed
fee and any unexercised option(sh@ ], which amount is based upon data on file in thezeff
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of the Contracting Officer. This sum may be increased from time to time by the Government solely at its
discretion. Upon the making of any such increase, the Contracting Officer shall notify the contractor in
writing thereof.

b) Fixed Fee In addition to the estimated cost, the Government shall pay the contractor a fixed fee of
for the performance of this contract. Subject ®\lithholding provided for in the clause of

this contract entitled 'Fixed Fee', and unless the Contracting Officer determines that the contractor's
performance is unsatisfactory, this fixed fee may be paid, as it accrues in monthly installments, in amounts
which, when added to all previous payments on account of the fixed fee, bear the same proportion to the
total fixed fee as the sum of the payments made and due on account of all allowable cost bear to the total
estimated cost, or where appropriate, such payments of fixed fee will be based upon the percentage of
completion of the work as determined from estimate made or approved by the Contracting Officer.

(c) Estimated Contract Access Fee (CAF)n addition to the estimated cost, the Governrséatl pay a
CA of total obligated amount under this order. The estimated CAF, exclusive of any
unexercised option(s)(r@g):L which amount is based upon data on file in thie@bf the

Contracting Officer. This sum may increase/decrease from time to time by contract modifications to the
obligated amounts in Section G of this Order. This sum is invoiced by the contractor, Smartronix, and is
the sole responsibility of the contractor for payment of the CAF to National Institutes of Health (NIH)
Information Technology Acquisition and Assessment Center (NITAAC). The CAF is for the use of
National Institutes of Health (NIH) Information Technology Acquisition and Assessment Center
(NITAAC) Chief Information Officers-Solutions and Partners 3 (CIO-SP3) Small Business
Services/Solutions multiple award contract vehicle, Contract: HHSN316201200047W.

(d) Sum Allotted: There has been allotted for this contract, inekisf the fixed fee, the total sum of

$105,436.09Being]__(b)@) | on account of allowable codt,(5)@) | on account of fixed fee (applied
@|o@) , and_®)@) | on account of CAF (applied ).

The following chart is for clarification:

CLIN / SLIN TOTAL CPFF CEILING PREVIOUSLY OBLIGATED TOTAL FUNDS BALANCE
FUNDED OBLIGATIONS THIS ACTION AVAILABLE UNFUNDED
1000 $
2000 $
3000 $
1001 $
2001 $ (b)(4)
3001 $
1002 $
2002 $
3002 $
TOTAL $ 2,724,497 %2 $77,350.09 $28,086.00 $105,436.09 $ 2,619,061.43

OPTION YEAR 1 and OPTION YEAR 2 ARE NOT EXERCISED.
THEREFORE THEY ARE NOT INCLUDED IN THE TOTAL.
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The contractor shall cite on each invoice/voucher, in addition to all other requirements of this contract/order, the
contract line item number (CLIN); the contract subline item number (SLIN) and accounting classification reference
number (ACRN) for the portion, or portions of work being billed as specified in the contract or delivery order. For
each ACRN on the invoice/voucher, the contractor shall identify the amount being billed against that ACRN.

SPECIAL INSTRUCTIONS

Special instructions to the paying office:

Type of Contract: Cost Plus Fixed Fee (CPFF) Level of Effort (LOE) term
Kind of Contract: Service Contract

Type of Business: Large Business Performing in U.S.

Surveillance Criticality Designator: C

1. This Order is for Amazon Web Services (AWS) Cloud Hosting — Computing, Storage Utility & Networking on a
Cost-Plus-Fixed-Fee (CPFF) basis.

2. This TO is issued against the National Institutes of Health (NIH) Information Technology Acquisition and
Assessment Center (NITAAC) Chief Information Officers-Solutions and Partners 3 (CIO-SP3) Small Business
Services/Solutions multiple award contract vehicle, Contract: HHSN316201200047W

3. The period of performance for this effort is a base period of 12 months (30 September 2013 through 29 September
2014) and two 12 month option periods (30 September 2014 through 29 September 2015 and 30 September 2015
through 29 September 2016). This task order also includes the Option to Extend Services clause, FAR 52.217-8,
which if exercised the period of performance can be extended up to six months (30 September 2016 through 29
March 2017).

4. The ceiling for this Order[is__(6)@) | and is broken out as follows:

Base Year: $2,724,497.52

Option Year 1f__ )@ |

Option Year 2f_ ()@ |

Total: @)@ ]

5. The withholding requirement under FAR 52.216-8 entitled “Fixed Fee” is hereby waived.

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (JUN 2012)
(a) Definitions. As used in this clause--

Department of Defense Activity Address Code (DoDAAC) is a six position code that uniquely identifies a unit,
activity, or organization.

Document type means the type of payment request or receiving report available for creation in Wide Area
WorkFlow (WAWF).
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Local processing office (LPO) is the office respblesfor payment certification when payment cecéafion is done
external to the entitlement system.

(b) Electronic invoicing. The WAWF system is thethwd to electronically process vendor payment retsuend
receiving reports, as authorized by DFARS 252.23237 Electronic Submission
of Payment Requests and Receiving Reports.

(c) WAWF access. To access WAWF, the Contractaif-sha

(1) Have a designated electronic business poinbofact in the Central Contractor Registration at
https://www.acquisition.gov; and

(2) Be registered to use WAWF at https://wawf.eb.following the step-by-step procedures for selistration
available at this Web site.

(d) WAWE training. The Contractor should follow ttraining instructions of the WAWF Web-Based Trami
Course and use the Practice Training Site befdyeniting payment requests through

WAWEF. Both can be accessed by selecting the “WeteB& raining” link on the WAWF home page at
https://wawf.eb.mil/.

(e) WAWF methods of document submission. Documehtsssions may be via Web entry, Electronic Data
Interchange, or File Transfer Protocol.

(f) WAWEF payment instructions. The Contractor musé the following information when submitting payrhe
requests and receiving reports in WAWF for thistcaet/order:

(1) Document type. The Contractor shall use thiefohg document type(s).

COST VOUCHER

(2) Inspection/acceptance location. The Contrastail select the following inspection/acceptan@atimn(s) in
WAWEF, as specified by the contracting officer.

DESTINATION (N65236)

(3) Document routing. The Contractor shall useitii@rmation in the Routing Data Table below onlyfitbin
applicable fields in WAWF when creating paymentuests and receiving reports in the
system.

Routing Data Table*

Field Name in WAWF Data to be entered in WAWF
Pay Official DoDAAC HQO0338
Issue By DoDAAC N65236
Admin DoDAAC N65236
Inspect By DoDAAC N65236
Ship To Code N/A
Ship From Code N/A
Mark For Code N/A
Service Approver (DoDAAC) N65236
Service Acceptor (DoDAAC) N65236
Accept at Other DoDAAC N/A
LPO DoDAAC N65236

DCAA Auditor DoDAAC HAA819
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Other DoDAAC(s) N/A

(4) Payment request and supporting documentation. The Contractor shall ensure a payment request includes
appropriate contract line item and subline item descriptions of the work performed or supplies delivered, unit
price/cost per unit, fee (if applicable), and all relevant back-up documentation, as defined in DFARS Appendix F,
(e.g. timesheets) in support of each payment request.

(5) WAWF email notifications. The Contractor shall enter the email address identified below in the “Send
Additional Email Notifications” field of WAWF once a document is submitted in the system.

(b)(6)

(g) WAWF point of contact. (1) The Contractor may obtain clarification regarding invoicing in WAWF from the
following contracting activity's WAWF point of contact.

NOT APPLICABLE

(2) For technical WAWF help, contact the WAWF helpdesk at 866-618-5988.

(End of clause)

The following were previously included by reference and are now included by full text:

252.204-0002 LINE ITEM SPECIFIC: SEQUENTIAL ACRN ORDER. (SEP 2009)

The payment office shall make payment in sequential ACRN order within the line item, exhausting all funds in the
previous ACRN before paying from the next ACRN using the following sequential order: Alpha/Alpha;

Alpha/numeric; numeric/alpha; and numeric/numeric.

(End of clause)

SECTION H - SPECIAL CONTRACT REQUIREMENTS

The following have been added by full text:
5252.204-9202 CONTRACTOR PICTURE BADGE (JUL 2013)

(a) A contractor picture badge may be issued to contractor personnel by the COR upon receipt of a valid visit
request from the Contractor and a picture badge request from the COR. A list of personnel requiring picture badges
must be provided to the COR to verify that the contract or delivery/task order authorizes performance at SPAWAR
SSC LANT prior to completion of the picture badge request.

(b) The contractor assumes full responsibility for the proper use of the identification badge and shall be responsible
for the return of the badge upon termination of personnel or expiration or completion of the contract.
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(c) At the completion of the contract, the contoacthall forward to the COR a list of all unretuingadges with a
written explanation of any missing badges.

(End of clause)

5252.209-9201 ORGANIZATIONAL CONFLICT OF INTEREST (SYSTEMS ENGINEER ING)
(DEC 1999)

(a) This contract provides for systems engineeaind) related technical support for AWS Cloud Sewidée
parties recognize that by the Contractor providirig support, a potential conflict of interest asss defined by
FAR 9.505-1.

(b) For the purpose of this clause, the term “@mttor” means the contractor, its subsidiaries dfiléhtes, joint
ventures involving the contractor, any entity withich the contractor may hereafter merge or aféliand any
other successor of the contractor.

(c) During the term of this contract and for a pdrof one (1) year after completion of this contrétee Contractor
agrees that it will not supply (whether as a privoatractor, subcontractor at any tier, or constlt@m supplier) to
the Department of Defense, any product, item oomapmponent of an item or product, which was thigect of
the systems engineering and/or technical direéticgupport of AWS Cloud Services performed undées tontract.
The contractor shall, within 15 days after the effee date of this contract, provide, in writing,the Contracting
Officer, a representation that all employees, agantl subcontractors involved in the performandaisfcontract
have been informed of the provisions of this clausay subcontractor that performs any work relatio this
contract shall be subject to this clause. Thereotdr agrees to place in each subcontract affdntédese
provisions the necessary language contained irckhise.

(d) The Contractor further agrees that it will petform engineering services and technical suppfdtte type
described in the SOW for any product it has desigdeveloped, or manufactured in whole or in paiie
Contractor further agrees to notify the Contractficer should it be tasked to conduct engineeeind technical
support on such products and to take no actiom dingicted to do so by the Contracting Officer.

(e) The Contractor acknowledges the full force efiect of this clause. It agrees to be bound $yeitms and
conditions and understands that violation of tihésise may, in the judgment of the Contracting @ffite cause for
Termination for Default under FAR 52.249-6. Then@actor also acknowledges that this does not sepitethe
sole and exclusive remedy available to the Goventiinethe event the Contractor breaches this Orggdicinal
Conflict of Interest clause.

(End of clause)

5252.209-9202 ORGANIZATIONAL CONFLICT OF INTEREST ( SPECIFICATION PREPARATION)
(DEC 1999)

(a) This contract, in whole or in part, provides tite Contractor to draft and/or furnish specificas in support of
AWS Cloud Services. Further, this contract may tagkContractor to prepare or assist in prepariogkw
statements that directly, predictably and withaelagt are used in future competitive acquisitionsupport of AWS
Cloud Services. The parties recognize that by theti@ctor providing this support a potential cartftvf interest
arises as defined by FAR 9.505-2.

(b) During the term of this contract and for a pdrof one (1) year after completion of this contrétwe Contractor
agrees that it will not supply as a prime contracdabcontractor at any tier, or consultant top$ier to the
Department of Defense, any product, item or magonmonent of an item or product, which was the stlyjéthe
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specifications and/or work statements furnishedeutiois contract. The contractor shall, withindglys after the
effective date of this contract, provide, in wrgirio the Contracting Officer, a representatiorn #ilkemployees,
agents and subcontractors involved in the perfoomar this contract have been informed of the miovis of this
clause. Any subcontractor that performs any welétive to this contract shall be subject to thésise. The
contractor agrees to place in each subcontraattatfdy these provisions the necessary languagdained in this
clause.

(c) For the purposes of this clause, the term ‘feamtdr” means the contractor, its subsidiariesafiliates, joint
ventures involving the contractor, any entity withich the contractor may hereafter merge or aféiliand any
other successor or assignee of the contractor.

(d) The Contractor acknowledges the full force affdct of this clause. It agrees to be bound $yetms and
conditions and understands that violation of tihésise may, in the judgment of the Contracting @ffite cause for
Termination for Default under FAR 52.249-6. Then€actor also acknowledges that this does not seprtethe
sole and exclusive remedy available to the Govemtrinethe event the Contractor breaches this orcdingr
Organizational Conflict of Interest clause.

(End of clause)

5252.209-9203 ORGANIZATIONAL CONFLICT OF INTEREST (ACCESS TO PROPRIETARY
INFORMATION) (DEC 1999)

(a) This contract provides for the Contractor tovide technical evaluation and/or advisory andsé@sce services
in support of AWS Cloud Services. The parties regthat by the Contractor providing this supopotential
conflict of interest arises as described by FAR0S:3 and FAR 9.505-4.

(b) For the purpose of this clause, the term “a@mttor” means the contractor, its subsidiaries dfiléhtes, joint
ventures involving the contractor, any entity withich the contractor may hereafter merge or aféliand any
other successor or assignee of the contractor.

(c) The Contractor agrees to execute agreemertiscathpanies furnishing proprietary data in conmectiith

work performed under this contract, which obligates Contractor to protect such data from unautledruse or
disclosure so long as such data remains propriegad/to furnish copies of such agreements to tigr@cting
Officer. The Contractor further agrees that suappetary data shall not be used in performingitamithl work for
the Department of Defense in the same field as werformed under this contract whether as a praoesultant or
subcontractor at any tier.

(d) The contractor shall, within 15 days after éffective date of this contract, provide, in wrgjrto the
Contracting Officer, a representation that all emgpkes, agents and subcontractors involved in tHenpgance of
this contract have been informed of the provisiohthis clause. Any subcontractor that performganork relative
to this contract shall be subject to this clau$be contractor agrees to place in each subcordffetted by these
provisions the necessary language contained irckhise.

(e) The Contractor further agrees that it will petform technical evaluations as described in thg/Sor any
product it has designed, developed, or manufactuaredhole or in part. The Contractor further agrée notify the
Contracting Officer should it be tasked to condiwath technical evaluations on such products atakino action
unless directed to do so by the Contracting Officer

() The Contractor acknowledges the full force affféct of this clause. It agrees to be bound $yetms and
conditions and understands that violation of tihesise may, in the judgment of the Contracting @ffite cause for
Termination for Default under FAR 52.249-6. Then@actor also acknowledges that this does not sepitethe
sole and exclusive remedy available to the goventiimethe event the Contractor breaches this orcdingr
Organizational Conflict of Interest clause.
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(End of clause)

5252.209-9205 ORGANIZATIONAL CONFLICT OF INTEREST ( DEC 2004)

(a) Definition.
“Support Services” includes, but is not limited popgram management support services, preparirgygmbudget
submissions, business financial reporting or actogrservices or, advisory and assistance seruichsding
consultant services.
(b) The Contracting Officer has determined thatpbally significant organizational conflicts oftarest may arise
due to the nature of the work the Contractor wélifprm under this contract that may preclude that@ator from
being awarded future SPAWAR contracts in a relaie@. Whereas the Contractor has agreed to undehisk
contract to provide “support services”, it is agtéleat the Contractor shall be ineligible to acagsime contractor,
consultant, or subcontractor to any prime contragtsubcontractor at any tier who is to supplygbevices,
system or major components thereof for any projtre the Contractor has provided or is providimgp®rt as
described in FAR 9.505-1 through 9.505-4. The @mting Officer may make a determination to allosoanpany
to participate in an acquisition subject to theraission of an acceptable mitigation plan in acaoo# with
paragraph (d) and (e) below. This determination matybe appealed.
(c) (1) If the Contracting Officer requesaad the Contractor submits an organizationallmrmif interest
mitigation plan that, after Government review iseqtable to the Government, the Contractor’s parergoration,
subsidiaries, or other physically separate profit bbss centers may not be precluded from actirgsgcontractor
or consultant on future SPAWAR contracts. The Gorent's determination regarding the adequacy of the
mitigation plan or the possibility of mitigationeaunilateral decisions made solely at the disanaticthe
Government and are not subject to the Disputeselafithe contract. The Government may terminatestimtract
for default if the Contractor fails to implementdaiollow the procedures contained in any approvétation plan.
(2) Any mitigation plan shall include, at a minimunon-disclosure agreements to be executed by the
Contractor and the Contractor's employees supmpttia Government per paragraph (c) above. Items fo
consideration in a mitigation plan include thedaling: identification of the organizational contfis) of interest;
reporting and tracking system; an organizationaflazi of interest compliance/enforcement planijrtcdude
employee training and sanctions, in the event afuthorized disclosure of sensitive informationjangfor
organizational segregation (e.g., separate regpetiains); and data security measures.
(d) These restrictions shall apply to Smartronix IThis clause shall remain in effect for oney@ar after
completion of this contract.
(e) The Contractor shall apply this clause to amycsntractors or consultants, who have accesdaaomation,
participate in the development of data, or paréitépn any other activity related to this contnabich is subject to
terms of this clause at the prime contractor leweless the Contractor includes an acceptablenalier
subcontractor provision in its mitigation plan. Bobcontractors or consultants under this contifaat
organizational conflict of interest mitigation plensubmitted and acceptable to the Governmensubeontractor’s
parent corporation, subsidiaries, or other phykicaparate profit and loss centers may not belymted from
acting as a prime, subcontractor, or consultarfttame SPAWAR contracts.
(End of clause)

5252.237-9602 CONTRACTOR IDENTIFICATION (MAY 2004)

(a) Contractor employees must be clearly identiéiathile on Government property by wearing apprajerbadges.

(b) Contractor personnel and their subcontractarstridentify themselves as contractors or subcotara during
meetings, telephone conversations, in electrongsages, or correspondence related to this contract.

(c) Contractor-occupied facilities (on Departmeihthe Navy or other Government installations) sastoffices,
separate rooms, or cubicles must be clearly idedtifith Contractor supplied signs, name platestoer
identification, showing that these are work areasJfontractor or subcontractor personnel.
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(End of clause)

(End of Summary of Changes)





